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1 Overview

This document describes the configuration of Corvina Cloud, a PaaS solution that allows to collect Data from
remote devices connected to a centralized server through gateways. Corvina Cloud is an OPEN loT platform
that connects any products, plants, systems, and machines, allowing the data generated by the Internet of
Things (1oT) to be archived and processed simply and intuitively with advanced analysis.

2 System Architecture

The System Architecture is composed by Exor devices (HMI and Gateways) that exchange data with the
Corvina Cloud. On the Corvina Cloud it is possible to define data sample policy, manage Users, Group and Role
and manage the Organizations.

2.1 Corvina Cloud Components

Devices
A device is any equd
The Devices are coO
available or directly as I/0 8
Data Models

with Devices, Data Models a is possible to granularly define the available Action of each of Group (Add
Device, Delete Device, Modify D odel, Define Dashboard, Delete Dashboard, ....)

Finally, note that this policy can be disabled, granting concurrent access to all the infrastructure to
everyone.

Organizations

An organization, also called Domain, is a collection of users and devices, possibly arranged in groups. Every
node in one organization is completely separated from, and invisible to, other organizations.

Therefore, no user or device can belong to two or more domains.

Organizations can be arranged in a hierarchy, with one root organization and one or more children (sub-
organization) or descendants.

The main advantages of Corvina Cloud organization are described by these use cases:

The creation and management of multiple small companies on a same Corvina Cloud installation.

Break up a large enterprise into smaller departments, that shall remain separate and host all of them on a
single Corvina Cloud installation.
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Moreover, it would dramatically reduce the chance to put a device or a user in the wrong group or granting
the user access policies to the wrong device.

A sample organization hierarchy

While the design of an hierarchy of organizations is left to the manager of Corvina Cloud, as it can depend
on different requirements, the following example presents some guidelines.

Suppose there is a large multinational corporation, called example.com with branches in different countries.
Every country has a main office, which coordinates factories, laboratories, other offices, logistic points, and other
facilities, located in various cities within the country.

This structure can be easily reflected into Corvina Cloud, in which every facility is created as a node in the
hierarchy.

The root organization -the company itself- will be called example.com.

Country branch offices are created as direct children of the root organization and
named uk.example.com, it.example.com, de.example.com.

Any facility will be named after the name of the city or town in w,
of the country branch office. So, there will be organizations
called london.uk.example.com, leicester.uk.example.com, mila

In the case that in each location are present more facilitie
require a separate node, an additional level can be added
office: factory.london.uk.example.com, shipment.londg

The use of names to identify the various branch
to the Corvina Cloud’s manager.

s located, and made a direct children

com, and so on.

3  Getting Started

The below chapters give the basic infor rvina Cloud environment.

3.1 Connecting to Cc

rvina Cloud Web Portal using any Html 5 Browser.
ossibility to use the remote devices through IP
ver, local applications (e.g. JMobile

To get access to Cory
Corvina Cloud App crea
address as if the

ser and not need any additional applications to be

figure the entire environment (Organizations, Users, Devices
gh the Dashboard page.

Device to Corvina Cloud and to define the Tags and Alarms that needs to
d to use Exor JMobile Software. Please refer to the JMobile Configuration

To Enable the Connec
be passed to Corvina Cloud yo8
Manual to configure those parts.
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4  Operate on Corvina Cloud

The below chapters give the information about how to work in Corvina Cloud environment and how the
various menus are located. Each function will be described later in the document.
4.1 Login Page

After correctly digit the Address of your Corvina Cloud instance in an Html 5 Browser you will reach the
Corvina Cloud login page:

Insert the provided “Username” and “PaSgixoro&ilithe relative ficl@@nd press “Log In®, you'll be redirect to
the main page of Corvina Cloud.

4.2 Main Page

DemoLinks

Final User 2

The Main page of Corvina Cloud is displaying the list of the Dashboard defined in your organization (if it is the
first time you are enter it will be blank).
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4.3 Main Menu

[B npashboaras
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4.4  User Configuration Menu

4.4.1

admin@ex...

I admingex.. ~ (§)

Profile

Settings

Log out

Profile

admin@ex... N

Profie 4

Settings

Log out

IKEYCLO,

=XON

Sign Out

Account 22
Password

Authenticator

Sessions

Applications

ID No. SHWxxx - REV. 0.0
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- Authenticator: It is the section that allow to define the multi-factor authentication or to set the one-time
code for the login.

- Sessions: It is the session that display and manage the active session of the User.

4.4.2  Settings

Allow the configuration of the Theme related to the Organization??
Please see later in the document....

443 Logout

Disconnect the User from the current session.

4.5 Organization / Sub-Organization Selection

To access to the Organization/Sub-Organization Se e click with the mouse on the

Organization icon

The list of the Sub-Organization avai f the User will be displayed:

| exor A %0 I
i 1

exor |
exor.suborg

| exorabc
exor.suborgd
exor.hager

exor.suborg.exor

Selecting o zati lization Of the Main Page will be updated according.

ID No. SHWxxx - REV. 0.0
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5 Device Activation

5.1 Online process

(B Dashboards

My Dashboards

Home

Dashboards

Devices

Activate

Manage

1AM

Data

Device Name i Corvine Cloud
45.39350776956143 11.027007702026367 @

TABC-AEB1-ATAS-5865
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After insert the required information, click on the green button under the main menu to progress with the
process (The bar display where you are in the Activation Device process).

@ Identification ‘i' Model data ( i- Mappings (:} Apply m/

After applied, the Device and Corvina will start to Authenticate themselves.
If Corvina will be able to detect the Device, the following screen appear:

Models and mappings
[_cor |
" . « B3 /\@J
/ =
aeeesl ‘.o . == Cf )
. =
. 00
. , = Q\QN
Click on “I GOT IT” button, the Model definition s(will be visualized.
o
O oevees > actvae © sentitcation () Modeiceia () wamgs () Aenly

Atestvanniza

umciyas

Bonfioiiao)

Composedhiodsy ot

Democarviotag

Demoserson:

Rre

HoloTestyas)

Intsiemodst o1y

Moozt

PsAesticy

P15_Companyiaal

P15 Contact 11y

4

Description of Model and use;
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5.2  Automatic generation of the Model

To automatically generate the Model from the device, click on “NewModel”
(%) New Modet
‘ (+) Empty
I (+) Device

And Select “Device”

Create
New Model A

Model name
|nsert mode| name

[em—
(%) Add property
S Tagd

exteurrent

£

iy extpressure
s Tagl
“ pullcurrent
., Tagz
4 Tagd
s Tagh
T Tags

S Tagh

On the right part of the User Interface the “Cr
defined in JMobile to be passed to Corvina.

Insert a Name for the Mog
Add additional Tag or fig

Change type

Delete

Once cOR@Blketed click on the button of T8 menu

Create A/

New Model

Mode! name
DemoCorvinal

The Activation process wi ext step and display the Mapping screen:

& liowing

goooooogooooag

A
Selecta node of the mapping

-

Insert a Name for the Mapping in the field “Name”.

ID No. SHWxxx - REV. 0.0
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Selecting one of the Tags (in case of multiple selection the changes will be applied to all the selected tags), it will

be possible to configure the parameter of that Tags:

‘ Add >
‘ Mapping X

Name L
DemoCorvina Tagé
|
£22 Tags panel O
B T Assign properties:
7. exteurent Send policy
o -
A onchange
0w Tegl Insert min interval (s):
[0 pulcurrent !
O Taez W Vave [ aquaity [] Timestamp
O Tas3
insert skipFirsNChanges:
0w Tagd 0 ’
O~ Tags
. tnsert aitional g rame (optona)
O Tage Inserttag name
O exemp
History policy: Mode:
@ @R O RW

Send Policy OnChange:
With this Send Policy, the device will send an update val
Available option for this Send Policy:
- Insertmin. interval (s): this option indicates t
- Value / Quality / Timestamp: This parameter
the value update in the Cloud.
- Insert Skip First N Changes: This
- Insert Additional Tag Name (opt
values from the Device to the Clo
- History Policy: This parameter indic
- Mode: This parameter indicates if th

Tage

Assign properties:

Sendpolicy
onchange

nsertmin verva (s

1
W vaue [ Quaity [ Timestamp

e sipFraChanes:
o

nmert adiionaltag name (ptioral):
Inserttag name

Histarypolcy:  Mode:
® e ORw

With this Send Policy, / an update value for that tag every time that the tag vale will change.

- Interval: This para
- History Policy: This P
- Mode: This parameterifidicates if the value will be only Read or Read and Write

Assignatag:
Tage

Assign properties

Sendpolicy
timer

Once completed the configuration of this parameters click on the Apply button

ID No. SHWxxx - REV. 0.0
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Add
Mapping

A resume of the Device configuration will be displayed:

Q omvees > Actuse @ entcon @ Mot (@ oo (O aewy

&

nnnnnnnnnn

Click on the Apply button to confirm the Configuration.

5.3 Manual generation of the Model

To manually generate the Model from the

And Select “‘Empty”, the “

Create
New Model 2

Madel name
nsert model name

Mandarery fiald

() Add property

Insert a name for the model and clicking on “©**™= * compose your model:

1 7\, Double
s Number
1 Boolean
A Sting

[] Model

Supported fields are:
- Double: A Numeric Double value
- Number: A Numeric Integer value
- Boolean: A Boolean value

ID No. SHWxxx - REV. 0.0
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- String: A String
- Model: An Existing DataModel

Create "
New Model R
Maodel name
manuslmods!

() Add property
/N, Curent
7, speed

N, pieces

Once completed chick on the Apply Button:

The model will be displayed in the list of the Models:

Model List () AddModel Sortby v Search,.. Q
Version Actions

Model/Mappings

v @ manuaimodel

To associate the Tag to this model, click on the Actio’ E

Create empty mapping

i
!

I Clone mode!
I Modify model
|

Delete model

And select “Create empty mapping’, the “Cr odel” panel displayed.

Create s
New Model
Name ’

nsert mapping name

[ ———
- Tagspanel @& O
O/ Curent
O/ speed

O pieces

Select a node of the mapping

and w the Tags panel icon * ™™ " to display the Import tag from Device

Insert a name for the
panel.

Import Create =
Tags From Device New Model e

Name
Search device
insert mapping nama

Hame iz requirsd

&)
C

255 Tags panel
O Current
O/ speed

O\, pieces

ID No. SHWxxx - REV. 0.0
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Specifing the Device Name in the “Search Device” field the Device Tags will be shown:

Import

Edit

Tags From Device Mapping
DeviceFrovisioning| x ‘k"‘s"; [
i le Tags panel
ext_current M B, s
et pressure T 07 spees
Tagl T O/ pieces
pul_current h
a2 T
Tags o
Tags T

Selecting one Tag of the Data Model it will be possible to

in the Data Model creating the association:

Import

Edit

Tags From Device Mapping
. Name

DeviceProvisioning x

insert mapping name

Name s reired
Tags ase

$22 Tags panel
ext_current

WL Curent
ext_pressure O speed
Tagl O pieces

pull_current

Tag2

Tagd

Tags

Configure the parameter o ags:

FAC AR A AT AR-A

Add
Mapping

!

Drag 'o;‘ags from Device to the related Tag
y N

Assign s tag:
ext_current

&
[ml

Assign properties:

Sen plicy
onchange

nsert min incerval (s}
1

W Vave [ Qualty [ Timestamp

tnsert skipFirstNChanges:
(4

tnsert addionsl 1ag name (optional)

Mode:
(R

History policy:

O RW

Name
DemoCorvina

o Tagspanel

@

", Tag8

Send Policy OnChange:

", extcurrent
" extpressure
"y Tagl

" pullcurrent 1
. Tag2
“, Tagd
i Tagd
i Tagh

", Tags

Dooooooooow.

“ exttemp

History policy:

W Vave [] Quaity

Assign s tag:
Tage

Assign properties:

Semt policy
onchange

et min interval ()

| Timestamp

st skipFirsiNChanges:
0

trsiert adional tag name (optional)
Insert tag niame

Mode:

@R O RW

With this Send Policy, the device will send an update value for that tag every time that the tag vale will change.

Available option for this Send Policy:

Insert min. interval (s): this option indicates the minimum interval between the change of value messages.

the value update in the Cloud.

values from the Device to the

ID No. SHWxxx - REV. 0.0
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Insert Skip First N Changes: This parameter indicates how many changes of value the cloud will discard.
Insert Additional Tag Name (optional): his option allows to use an additional tag as Trigger for send the

History Policy: This parameter indicates if the Tag values will be stored in the historical database or not.
Mode: This parameter indicates if the value will be only Read or Read and Write



Assigna ag
Tage

Assign properties:

Send policy
oncnange

nsertmin osereal (5

1
W vsue [ Qualiy [ Timestamp

et skpFirsNChanges:
o

Insert atdiional tag rame (optioral):
insettag name

Historypolicy:  Mode:
= @R ORW

Send Policy Timer:
With this Send Policy, the device will send an update value for that tag
Available option for this Send Policy:
- Interval: This parameter indicates the time in seconds b
- History Policy: This parameter indicates if the Tag val
- Mode: This parameter indicates if the value will bei‘

ime that the tag vale will change.

e value update.
red in the historical database or not.

Assignatag
Tage

Assign properties:

Send policy
timer

Insertinterval (s):

nsertinmerval (o

History policy: Mode:

Once completed the configuration of this para

Add
Mapping L4
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54 Assign a Model to a Device

Home

Dashboards

Devices

1AM

Data

Configure

Explore

N admingex. @
B ovata > configwe

ModeList v Q Device Map

Q +

v orsa 100 : =

v HelloTest 100

v intelDemotodel 100

v Mot 100

v PisAtest 100

v P15 Company 100

A\ Noresources o imits v o wmeeer v @

> Configue

Model List v Search Q Device List
v ATestDery 200
v eros 100
v HelloTest 100
v IntelDemoModel 100
v Motor 100

v 100
v P15 Compan 100 0

v 110

v 100

v 100

v P15 Dashboard. 120

v fackirer.v3 100 P otManufacturer_v2 Mapping 2 [P15.
v P15 Dashboard_FinalUser 110

v 100

P15 Dashboard_FinalUser_v3 100

Data > Configue

Mogel List

<

v provisioning Q

A manusimods! -

Mapping applied!
Your mapping has been applied.

CONTINUE
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5.5 Assign a model to a Device during Device Provisioning

[B npashboaras

My Dashboards

Home
Dashboards

Devices

Activate

Manage

1AM

Device Name I Corvina Cloud
25.39350778956143 1.027087702026367 @

TAGC 4EB1 ATAS 6865

@ Identification u/
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Models and mappings

Crermesn

oty (R .

Bonvoit ool

HeloTetyac

Insimodsi o1

P15 companys 6

P15_Contac

® wogera

N\ Noresources o imis v

L

admingex_

Devices > Activate

Models

ATestDerv 2

IntelDemoModelp o

Motorfioq

PISAtesti oo

P15_Company o)

P15 Contactir. 1.0

P15 ContactZi o)

@ wodeita

Model info
Q IntelDemoModel:1.0.0

Tagt

Tag2

(%) Model data

Noresources or limits

O oevces > Activate

Mappings New

defaut

ID No. SHWxxx - REV. 0.0
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: © wawpings

Mapping info
Q default
Tog:
el Tag =
Tag2
Propertes:
Te3
historyPolicy: @
Tagt mode: R
sendPolicy:

type-onchange
minintervalMs: 1000
SKpFirstNChanges: 0
changeMasic value
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New Mapping

A\ Morssouces orbmis

o

Mapging infa
default

2 o
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6  Multitenants

6.1 Creation of a SubOrganization

Home

Dashboards

] Devices

IAM
Orgarnizations
Users

Roles

Data

Dealer

=XON

ID No. SHWxxx - REV. 0.0
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£/ Organization

usermanual|

Has hostname

Aliow full privacy

https:

test.app.corvina.cloud
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6.2 Modify a SubOrganization

Home

Dashboards

Devices

IAM
Organizations
Users

Roles

Data

Dealer

=)}

1AM > Organizations

ID No. SHWxxx - REV. 0.0
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A Modify
V Organization

suborg
suborg

Has hostname [ ]
Allow full privacy
Lives on own resources ®

Dealer

Hostname.app.corvina.cloud)
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anization

Has hostname

Allow full privacy
Lives on own resources

Dealer

7 Roles.Managément

Home
Dashboards
Devices

1AM

Organizations

Users

Roles

Data

Dealer
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@ 1AM > Roles management Soriby.. N Filter Application roles... Q
Application roles Datatoles () AddRole (7) weed heip?
Name ] Deseription
agmin admin Initial Admin Role £ i
1-1of1 < b4

7.1 Create an Appl

Application roles

From the Rol Tab and click on “Add Role”
(%) Add Role : )
¢ he screen:

ID No. SHWxxx - REV. 0.0

©2018 EXOR International S.p.A. - Subject to change without notice
exorint.com 2



Add ’
Role acd
Role name

RoleName

D
RoleNamea

Deseription
Role for UserManual

Application permissions @ 0
Filter permissions. Q
iam.users create O
iam.users delete O
iam.users.read O
iam.users.update O
iam.usergroups.create O
iam.usergroups delete O
lam.usergroups.read O
iam.usergroups.update |
iam.organizations create (]
iam.organizations delete (]
lam.organizations read O
iam.organizations.update O

iam roles create ]
lam.roles delete m|
lam.roles.read (m]
iam roles update O

eA

t you wa llow to this Role.

Insert a Role name and a Description then sel
Permission are divided in sectioi

- Users

- UserGroups

- Organizations

- Roles
Dashboards
Deyd

After select t l is Application Role click on Apply in the Top Right Corner

7.2 Create a Data Role

Data roles
From the Roles Management page, select the Data Roles Tab and click on “Add Role”

(@) 4 Boke the Add Role panel will be shown on the right part of the screen:
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Add
Role
Role name
DataRole
D
DataRole
Description
DataRole for User Manual|
Model Permission @
Device groups ®

Insert a Role name and a Description then select the Action that you allow to this Role:
- Model Permission: Define Permission available for the D ata Model
- Device Groups: Define the Group of Device affected b

To define the Model Permission, click on the @ , the ermission con jon will be shown.

Model Permission

@

Path R W H

**- does not exists.

= l
Click to create a new model path. ‘

Del  corvinacloud - 522
CorvinaDemo:1 - 530
CorvinaDemo:1/* - 528

CorvinaDemno: 1/ - 529

CorvinaDern:1/extcurrent - 532

CorvinaDemo:1/extpressure - 533
2|

Select the Data Model fro st and sele e permission that you want to apply on this model:
] is Data Role to read the information related to this

ata Role to write the information related to this

this Data Role to modify the parameter related to
of this Data MG

Model Permission ®

Path R W H

% CorvinaDemo:1 [ Eml |

You can define more than O 0del in each Data Role clicking on ®

As well as the Model Permission it is possible to Apply the Data Role on one or more Device Group
To Enable one or more Data Group for the Permission

To define the Device Groups, click on the @ , the configuration will be shown.
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( Al Devices )

prova

test2
AAD0011LGD00063769AA
AA00011LG000063786AA
AAD0011LGO00066348AA

AAD0011LGO00066942AA

8 User/Group

Home
Dashboards
Devices

1AM

Organizations

Users

Roles

Data

Dealer

@ wM > users

8.1 AddaGroup

Groups
Add Group
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Insert a name for the Group, then, clicking on ADD, set the Applicati
this Group(please refer to the Chapter Roles for description abo
insert the existing users you want to insert in this Group.

User can also be added to the Groups during the User cre”;

8.2 AddaUser

Add
crou

Group name

Application roles

ADD

Data roles

ADD

Users

ADD

in this chapter)

Add v
Group
Group name

UserManualGroup

Avplication roles

ADD

admin

Data roles

ADD

data_FullAccess *

Users

ADD

admin@exor

4
on Apply button

, the Data roles you want to Apply on
eate Roles), and in the Users section

CC2 is a multi-tenant environment so users are unique inside a whole CC2 instance. Users are created once, and

they can operate on multiple organizations.

A user is always created inside one organization: this operation creates the user inside CC2 and automatically

invites him inside that organization.
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That user can then be invited into other organizations via his username.

If a user belongs to multiple organization at login, he will be asked which organization to log into.

Deleting a user is the inverse operation of invitation: once deleted from that organization he cannot log into that
organization anymore. A deleted user still exists inside the CC2 instance and he can still log into the other
organizations he belongs to.

When a user does not belong to any organization, he still exists in CC2 but if he tries to login, he will be noticed
that he cannot operate on anything. He may then decide to remove his account permanently from CC2. (Feature
not yet implemented)

Typel users exists independently of the organization which created them. TypeZ2 users depends on the
organization that created them: once that organization is deleted, they are deleted from CC2 also.

Users

To add a User, from the User/Group page click on Group Tab lick on * @ 48U 1o Add User

definition tab will be shown on the right side of the screen:

Add v
User

E-mail

Password fedd

Confirm password

Groups membership

ADD

Application roles

ADD

Data roles

) S

Insert a usernam Vesz
1. ¢ : ith aY¥l/ email address.

2. T f usernames only if your organization has

nage roles inside your CC2 organization and do not require a
Please note tha ail address associated. For TypeTl users it coincides with
the username, fo

The email address i 1 ser management operations like password recovery and Notification.
can create Typel or Type2 users. If your organization does not have a
gers (with email address).

8pecify an email address (in case of Typel user it will coincide with the

ill have the chance to change the password at first login anyway.

hostname you can only cré
When you create a user, you
username) and a password. Usé

Please note that username and email address cannot be changed after the user is created.

Insert an E-mail for the user, please note, this will be used for the password reset and for the Notification
configured for the user.

Specify a Password for the user and Confirm it. Please note that his is the initial password for the User, the first
time that the user will login into Corvina, it will be requested to change this password.

Clicking on "ADD specify the Group where you want to include this User "and set the Application roles and the
Data roles you want to Apply on this User (please refer to the Chapter Roles for description about how to create
Roles).

ID No. SHWxxx - REV. 0.0

©2018 EXOR International S.p.A. - Subject to change without notice
exorint.com .



X =XON

> Add
User
name

ereating

info@exorint com

Agministrators

FullAccess

8.3 Invite a user

84 Create a User or a Group in a Sub-Organization

exor v g

| exor A gk

exor

exor

eXor.suborg

v ooy v Qb aminger. v
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9 Dashboard Creator

Home
Dashboards

Devices

IAM

Data

Dealer

[B Dashboards v Fifter D

My Dashboards Add Dashboard mport Dashboard Select All Delete

9.1 Create a Dashboard

Add Dashboard

B osswosres v FterDssnmosc Q
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Card Title

ccccc

_________________________________________________________________________________________________________________________________

Card Title Card Title Card Title

...........................................................................................................................................

Select the Widget you want to import in the Dashboard f] Widget Galle he Right part of the Screen:

9.2 Widget Gallery

Widget Gallery is a collection of Widget th be used to ¢ Dashboard.
The Widget Gallery is organized in differe
- General
- Layout
- Custom Widgets
- Charts

- User Widgets

H

Bechground Colar

round colour of the widget
of Top Border of the Widget :
he dimension of Bottom Border of the Widget
dimension of Left Border of the Widget

- Right$S e dimension of Right Border of the Widget =
Top Strokeé ine the style of the Border (solid, dashed, dotted...) T
Bottom Strok e: Define the style of the Border (solid, dashed, dotted..) — ="
Left Stroke Style: Define the style of the Border (solid, dashed, dotted...) e

Right Stroke Style: Define the style of the Border (solid, dashed, dotted...) o st
Top Stroke Colour: Define the colour of the Border
Bottom Stroke Colour: Define the colour of the Border
Left Stroke Colour: Define the colour of the Border .
Right Stroke Colour: Define the colour of the Border Fr—
Elevation: Define the shadow of the Widget that will result elevated from

the surface of the Dashboard.
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- Grid Layout: Define the look and feel of the Grid where the widget has been placed.

Grid Layout DA
Row S Cal Span

1 1

g M Meiggn

10000 10000

Top Margin Bottom Margin

0 0

Left Margin Flght Margn

o 0

Preserve Aspect Ratio i}
Vertical Align Worizoosal Ai..

Top - Left

Events A

- Events: Allow to associate an event to the widget. The Event available is “On

Mouse Click” that allows to:

o Go to URL: Define a link that will be opened when

onMouseClick ~

Add Action

9.2.2  General Widget

This Widget allows you to a8 n your dashboard.
This widget can be used to add el in a Card or as overlay on the synoptic
widget to compose the Digital Twin of your HMI/Gateway visualization...
This Widget has the following parameters (excluded the common one):
- Visible: Allows to define if the image is visible or not. This parameter can
also be attached to a Boolean Tag (True visible, False not visible).
- Text Is the Label text, it can be defined manually or associated to a Tag
value.
- Font Colour: Colour of the Font
- Font Size: Dimension of the Font
- Font Weight: Define the dimension of the Font (600= Bold)
- Horizontal Aligns: Define the Horizontal position of the text
- Vertical Aligns: Define the vertical position of the text
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Add Event

o Load a Dashboard: define a Dashboard to load when user clicks on the widget. Whit this
Action it is possible to generate a Navigation betwee ashboards.
re

lick on the widget

General ~

&=
i
ImageWgt13
Visible a0
Image

Click or drag files here to upload
LabelWgt
D
LabelWgt1s
Visible m O
Text
MyLabel ¥ 7
Font Calor
I
Font Size

r 0

Font Weight
600 R

Horizontal Align
center v

Vertical Align
middle o

35



9.2.2.3 #I Value Widget:

This Widget allows you to add a Numeric field in your dashboard. NumericWgt
This widget can be used to add a value in a Card or as overlay on the synoptic =
widget to compose the Digital Twin of your HMI/Gateway visualization... pae
This Widget has the following parameters (excluded the common one): —

- Visible: Allows to define if the image is visible or not. This par can

also be attached to a Boolean Tag (True visible, False not v
- Value: Is the Value text, it can be defined manually or as
value.
- Font Colour: Colour of the Font
- Font Size: Dimension of the Font
- Font Weight: Define the dimension of the Fo
- Horizontal Aligns: Define the Horizontal pos
- Vertical Aligns: Define the vertical position o

toa Tag Prvn

Font Size
3

Horizontal Align
center

Vertical Align
middle

9
i2n

9.2.2.4 Map Widget

MapWagt
Ir‘dlap\ﬂglﬂ
This Widget allow. ing from an IP Camera in your dashboard Elass
This Widget has the (excluded the common one): o
IPCameraWgt22

Visible: Allow
also be attached
- MPEG Camera URL:

age is visible or not. This parameter can
Tag (True visible, False not visible). visble
he URL of the Web Camera for the MPEG

MJPES Camera URL

LIS

DX

‘http://88 53 197 250/axis-cgi/mj| i

&

<

Streaming
- Static JPEG Camera URL: Define the URL of the Web Camera for the JPEG . e comers st
Streaming peims
- Username: Define the username used by Corvina to connect to the IP
Camera [

- Password: Define the password used by Corvina to connect to the IP
Camera
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9.22.6 Message Widget (Multistate) _—
Visible "
This Widget allows you to add a Message field in your dashboard. e
This widget can be used to add a value in a Card or as overlay on the synoptic 2
widget to compose the Digital Twin of your HMI/Gateway visualization... s
This Widget has the following parameters (excluded the common one):
- Visible: Allows to define if the image is visible or not. This parameter can Km :

also be attached to a Boolean Tag (True visible, False not visible).
- Horizontal Aligns: Define the Horizontal position of the text
- Vertical Aligns: Define the vertical position of the text
- Messages: Define the Label that will be displayed in the D d. Here e
you can specify the Label that will be shown in relation
associated Tag (On/OFF, 15 speed/2" speed/3™ spe
- Index: Define the Index of the Tag associated to t

9.2.3 Layout Widget

9.2.31 Group Widget

GroupWagt

This Widget allows you to 3

n

This Widget has the fol : Srodpwyt
) Visible |
- Style
Events
MyLabel |99999.00(99999.00 g o
Min Columns Width Max Cohumns Width
99999.00 99999.00
Grid Layout [
B Germany e o 1
Message 0 i Austria Hj“i:; Drop Here g
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)

ElE
9232 Synoptic Widget

9.2.3.3 Card Title Widget

9.24  Custom Widget

‘Custom Widgets A

m oA P

T
11
T

- Table Widget

a) ,
- Gauge Widget

&>

- Robot Wid

9.2.5 Charts Widget

Charts

9.3 Compose the Dashboard

To compose the Dashboard, from the Dashboard Creator Page, select the widget you want to add and simply
Drag and Drop in the Dashboard section where you want to place it:
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Card Title =

Gallery Properties

General
Layout

Custom Widgets

=
ANNN\N
-
-|| S b~ ol
User Widgets
Card Title Card Title Card Title
Timestamp Value

.

.

"

. 50%
.

.

L Lahel 1 1ahal. iahel3

9.3.7 Connect the Widget to the Device

Each Widget, once that is placed in the Daglaoard can be co
Clicking on a widget in the Dashboard in art of the SC

his property.
property will be shown:

CardWats / CardGaugeWgtst

Card Title
Gallery Properties
l;:rﬂGiugantSl
Visible | |
" —
Title
Subtit
%
Top shadow
Card Title Card Title Card Title oy
Timestamp Value s
« stye
s Events
Grid Layout
0
[¢)
. 50%

The property displayed for the Euget depends on the type of widget choose and its functionality.

To connect a widget to a Device, click on the Widget, and in the Right Panel click on < " near the property Value.
The Device Slot Configuration menu will be shown:
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Devices Hierarchy

Cardwgts / CardGaugewgts1 1] (]

Gallery Properties
ADD DEVICE SLOT

0
CardGaugewgts

Visible m 3y &

Title

Subtitle
Uai
%

“ Top shadow

Value

® R O rRW

e valuse -
100 2 <

Events

Grid Layout

Click on Add Device Slot

Device ID

CANCEL CONFIRM

Insert a Slot Name, then sel8 uwanttou r mapping Data into the Dashboard, After select the
Model, in the Device ID drop d8 Be reporte he Devices that are using that Data Model:

Siot Name
UserManual-1

Mosel
UserManual -

Device D

|
Userhanuat

Select the Device you wa ick on CONFIRM, under the Device Slot it will appear the chosen Device.

Hi iy =,
it Cardwgts / CardGaugewgtst [ L

Gallery FProperties
‘ADD DEVICE SLOT

» UserManual-1 /# v

CardGaugeWgt

D
CardGaugeWats1

Visible m o O

Clickingonthe ™ icon, it will appear the list of the available Tags:
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Devices

/ADD DEVICE SLOT

Hierarchy

*  UserManual-1 /

Tag8

exteurrent

extpressure

Tagl

pullcurrent

Tag2

Tagd

Tagb

Drag and Drop the Tag name into the value Field will

will start to display the Tag value:

CardWgts / CardGaugewgts1

Gallery Properties

CardGaugeWgt51
Visible [
Title

Subtitie

%

! Top shadow

Value

Events

Grid Layout

(te this Parameter to

Card Title

Card Title Card Title

Card Title

60
50
40
20
20
10
o

1ahel 1 Lahel > Laheln

33.00

Timestamp

Value

=XON

osen Tag and the Widget

CardWats / NumericWgt1 52

Gallery. Properties

NumericWgt152

Visible [

Value
UserManual-1/extpressure [<}

e _W

b

Font Color

3500
center

Vertcal Align
middie.
Style
Events

Grid Layout

Depending on the
of a trend, bar of b
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10 Alarm View

171 Notifications

Home

Dashboards

0D D

Devices

1AM

=)

Data

]

Configure
Explore

Notifications

Dealer

) oata > Notfications

Notifications Add notification

No data available

Add notification
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oy creme .
Notification 2

Name

Description

Properties
Enabled

Wait for ACK

5 minutes -

Active time period
Mon Tue Wed Thu Fri Sat  Sun
- B R EE O

Severity

Low -

Alarm name (OR)

4DD

Extra filters (AND)

Filter by: v Filter value Y

Device groups

ADD

Recipients

Insert the parameters of the Notification:
- Name: It is a name to identify the
Description: It is the description of T

the Alarm before send the Email
ter passed the time specified, if

for which Alarms coming from the device Corvina
larm name specified in JMobile project. Specifying

define on which Device Group(s) Corvina must verify the Rule defined by
the Filter conditiORNA e and Extra Filters).
- Recipients: This pale gllows to define who will receive the E-mail Notification.
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After completing the Notification Configuration click on A
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Crome
W Notcation .

e
Natification

Nasification for User Manual

Properiies
Ensbled.

Wait for ACK
haue

Active time period
Mon Tue Wed Tha Fn

s sun
m om0 m =

Severity
High

Alarm name (OR)
a0

Alarmt | plamz

Exira filters (AND)
velue v e

ramedlarm || valus1 ©

Device groups

200

Recipients
aoo

sdmin@erer
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12 License and Billing Dashboard

12.1 License concepts

12.2 Check License Status

Home
Dashboards
Devices

1AM

Organizations

Users

Roles

Data

=XON
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Clicking on Use Numbers it is possible to change the visualization and display the license information in numeric
format:

organizations. () Nosinei @ UseNumoers

Owamizaton . e Resouses 5 =

4f s s ” - — ® 0
Whit this visualization it is possible to display used and available resources in the format x/y where x represents
the used and the y the available.

During the normal operation (when you are not in Organizations page) it is always possible to check the status of
the license from the main menu:

Filter Organizations.

Field marked in Red indicates that the limits for that Re

12.3 Add Resource to an Organizatio

12.3.1 Organization that get Resource from F

When an organization crg g OrgaMization ©, the Parent

right part

Modify
Organization i

Name
usermanual

Hostname

Has hostname
Allow full privacy
Lives on own resources

Dealer

Set Limits
m i
R
| ]
| =)

Modifying the Set Limits parameters, the Parent Organization will assign the resource to the Sub-Organization.

Click on the Apply Button to save your change.
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12.3.2 Organization that Lives on own Resource

When an organization created is configured to Lives on own Resource =, it needs that resources are Added
using a Serial Code.

To Add Resource using a Serial Code, from the Organizations page, click on the Resource Tab

[ WM > Oganizations Sortby .. v Fteromanzatons Q

Resources (F) AddResource (7) Need nelp? ) Show Scheduled/Expired () Use Numbers

Type tem soral Vabd untl o 0 =] ) o

Click on Add Resource & R
EdEdSOLIfCE

Serial

| Type

Valid Uil

Insert the Serial provided, Type and Valid Until will be chasing the Serial:

FD6U-EQIR-TOCP-CZXN|

.
Standard

Vsl il
20/5/2021

B0l <€

1000000

| | v o
Click o jsour e displaye Organization page:
IAM > Organizations. Sortdy .. v Fifter Organizations. Q.
Resources (%) addResource (7) ©) Show Scheduled/Expired @ Use Numbers
Type Hom Serial Vali Uil P Q =] ] 9
B wems rowcommcrcon s o0 oo O

(0.00%)

ID No. SHWxxx - REV. 0.0

©2018 EXOR International S.p.A. - Subject to change without notice
exorint.com -



X =XOXN
12.4 Dealer

Dealer configuration allows the Organization to resell part of their licence. All the Organizations can be set as
Dealer from the Edit Organization panel.

The scope of the Dealer functionality is to allow B2B resell of Corvina.

An example of Dealer functionality usage is a Distributor that sell Corvina to a System Integrator that Resell
Corvina to their Customer.

In this case, the Distributor need to have Resources to cover the needs of their Customer usage.

je:

Distributor Resource
- 100 Organizations
- 100 Users
- 100 Device

- 1.000.000 Events
Distributor Organization can assign part of its resource to System

System Integrator Resource
- 10 Organizations

- 10 Users 90 Users
- 10 Devices 90 Devices
- 100.000 Events 900.000 Events

Final Customer Resource Distributor Resource

- 1 Organization - 90 Organizations
- 1 User - 90 Users

- 1 Device - 90 Devices

- 10.000 Events - 900.000 Events

Distributor

Assign part of its
licence to System

1 Integrator

System Integrator

Assign part of its
licence to Final

4 Customer

Final Customer

Assign part of its
licence to End
User

v

End User
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12.4.1 Configure an Organization as Dealer

4 Modify
{/ Organization

usermanual

Has hostname
Allow full privacy
Lives on own resources

Dealer

Dealer .

Home
Dashboards
Devices

1AM

Organizations

Users

Roles

Data

Dealer

£ Desler

12.4.2 Generate License from the Dealer page
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Home

Dashboards

Devices

1AM

Data

Dealer

) oealer

Products Add Product

Add Product
Standard
eld
Gt
0
=]
Create License
[l Create License
pro
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Clicking on the icon *

“ it will be possible to:

Edit

Add License

Details

=XON

- Edit: Open the side panel to let you adjust the license generated, increasing the number of Organizations,

Users, Devices or Events available
- Add License: Allow you to Add a licence to an existing product
- Details: Open a panel where you can check all the details related to the Product created:

From here it is possible to copy
Resource or delete the license.

12.4.3 Dealer Client Vi

From the Dealer page, €

organized by Client

S gy
Best

‘exorusermanual 1

Eprova

Am
G st
Bpoa

@) Assproact ()

Product
Details
Name
usermanual
Type
standard
Active
171
Licenses
All
Craation Date client Redeemed
20/5/2020 exor.suborg 20/5/2020

ew

on the

Need help?

®

1000000

0@k £

Valid From

20/5/2020

Clients

() Redeemed
20/5/2020
0 20/5/2020
14/5/2020

ode that has

Plan

Expire On

207512021

Vaid from

201572020

201572020

14/5/2020

14/5/2020

14/5/2020

22/5/2020

12/5/2020

14/5/2020

22/5/2020

Serial

FD6U-EQOR-TOCP-CZXN

20572021

205572021

152021

14572021

147512021

2/572021

12752021

14751201

22/572021

il

Created
20/5/202019:49:17

Last modified
20/5/202019:49:17

Version

latest

OAFWLDEU-MKIH-G2IT

FD6U-EQIRTOCP-CZXN

VIWT-98J4KIQK8XBY.
EUTO4REBJEE4LO2S.

DKGS SGR-VONH £824

XSAKIZSV-ULNFZLYG

PSOM-8XHQ-R24D-SE01

RUN7-OWBH-IOMLHXE

XHAWFBM-YCOC-PSQE

sent to the Organization to Add the

eck the generated Products

© snowexiingony 7

From here it is possible to check the status of all the Products (license) generated and clicking on the icon *
* it will be possible to Renew the licence or set as Autorenew the license (based on Expiry date)
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13 Privacy

This privacy policy will explain how our organization uses the personal data we collect from you when you use
our website.

Topics:

e What data do we collect?

e How do we collect your data?

e How will we use your data?

e How do we store your data?

e Marketing

o  What are your data protection rights?
e What are cookies?

e How do we use cookies?

e What types of cookies do we use?
e How to manage your cookies

e Privacy policies of other websites
e Changes to our privacy policy

e How to contact us

e How to contact the appropriate authorities

& W I 9o

What data do we collect?

Exor International S.p.A. collects the following data:

— Qda N

e Personal identification information (Name, email address, phone number, etc.)

- N W

How do we collect your data?

You directly provide Exor International S.p.A. most of the data we collect. We collect data and process data when

you:

e Register online or place an order for any of our products or services.
e Voluntarily complete a customer survey or provide feedback on any of our message boards or via email.
e Use orview our website via your browser’s cookies.

e When you personally give us your business card during a visit or during an exibition
How will we use your data?

Exor International S.p.A. collects your data so that we can:

e Process your order and manage your account.
e Ifyou are agree Email you with special offers on other products and services we think you might like.

e Allow you to use our Technical Support service.
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When Exor International S.p.A. processes your order, it may send your data to, and also use the resulting
information from, credit reference agencies to prevent fraudulent purchases.

How do we store your data?

Exor International S.p.A. securely stores your data in the cloud and on servers located inside and outside the
European Union owned by and/or available to the Controller and/or appointed third parties.

Personal data collected for the purposes indicated in previous paragraph above, will be processed and stored for
the duration of any established professional relationship. From the date of termination of this relationship, for
whatever reason or cause, the data will be kept for the duration of the prescriptive terms applicable by law.

The personal data collected for the purposes indicated above will be processed and stored for the time
necessary to fulfil these purposes and in any case until your consent is denied.

What is your data protection rights?

Exor International S.p.A. would like to make sure you are fully aware of all of your data protection rights. Every
user is entitled to the following:

The right to access — You have the right to request Exor International S.p.A. for copies of your personal data. We
may charge you a small fee for this service.

The right to rectification — You has the right to request that Exor International S.p.A. correct any information you
believe is inaccurate. You also have the right to request Exor International S.p.A. to complete the information you
believe is incomplete.

The right to erasure — You have the right to request that Exor International S.p.A.erase your personal data.

The right to restrict processing — You have the right to request that Exor International S.p.A. restrict the
processing of your personal data.

The right to object to processing — You have the right to object to Exor International S.p.A. processing of your
personal data.

The right to data portability — You has the right to request that Exor International S.p.A. transfer the data that we
have collected to another organization, or directly to you.

If you make a request, we have one month to respond to you. If you would like to exercise any of these rights,
please contact us at our email:

Call us at: +39 045 875 0404

Or write to us: info@exorint.com

Cookies

Cookies are text files placed on your computer to collect standard Internet log information and visitor behavior
information. When you visit our websites, we may collect information from you automatically through cookies or
similar technology

For further information, visit allaboutcookies.org.

How do we use cookies?
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Our Company uses cookies in a range of ways to improve your experience on our website, including:

e Keeping you signed in

e Understanding how you use our website
What types of cookies do we use?

There are several different types of cookies, however, our website uses:

e Functionality — Exor International S.p.A. uses these cookies so that we recognize you on our website and
remember your previously selected preferences. These could include what language you prefer and
location you are in. A mix of first-party and third-party cookies fused.

e Advertising — Exor International S.p.A. uses these cookies to collect information about your visit to our
website, the content you viewed, the links you followed and information about your browser, device, and
your IP address. Our Company sometimes shares some limited aspects of this data with third parties
for advertising purposes. We may also share online data collected through cookies with our advertising

partners. This means that when you visit another website, you may be shown advertising based on your

A4 -

browsing patterns on our website.
How to manage cookies

You can set your browser not to accept cookies, and the above website tells you how to remove cookies from
your browser. However, in a few cases, some of our website features may not function as a result.

Privacy policies of other websites

The Exor International S.p.A. website and services links to other websites. Our privacy policy applies only to our
website, so if you click on a link to another website, you should read their privacy policy.

Changes to our privacy policy

Exor International S.p.A. keeps its privacy policy under regular review and places any updates on this web page.
This privacy policy was last updated on 9 January 2079.

How to contact us

If you have any questions about Exor International S.p.A. privacy policy, the data we hold on you, or you would
like to exercise one of your data protection rights, please do not hesitate to contact us.

Email us at: info@exorint.com
Call us: +39 045 875 0404

Or write to us at:

Exor International S.p.A.

Via Monte Fiorino, 9

37057 - San Giovanni Lupatoto (VR) - Italy
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14 Terms of Use

15 SLA

Exor International S.p.A. offers a comprehensive range of highly qualified support services that come along with
Corvina Cloud solution, being included in the Maintenance subscription.

This document aims to describe the technical support service levels and the processes behind them, as well as
address Customers to their reserved support lane.

15.1 Maintenance

The Maintenance contract are provided by the Exor International S.
detailed description of these services:

hnical Support. Below you will find a

Maintenance is ideal for Companies with mission-critical net i -level services support.

For first level support end users shall contact their referen

Resellers may escalate his request to Exor Technical S ical assistance according to
the SLA.

This package includes quick-reaction support service
solution in case of problems as well as support request t

15.2 Priority level definitions

Exor International S.p.A. support ticket priority - st i rioritization of handling a support
issue. Exor Technical Suppoz e the guide D
support issues. Please nQ 2
the priority level of a su

evelsBelow and upgrade or downgrade

Critical Exor Corvina service is down or experiencing a
consistent, measurable performance impact
Exor Corvina service is experiencing
intermittent failure or degradation of
performance

15.3 Technical Su

Exor International S.p.A. )
basis for timely responses. P e that our SLAs apply only during the support office hours (8/5 8:00-17:00
CET) in case of Support reques ernal to the support office hours the time for Response and Time for
Resolution will start from the initial working hour of the next working day.

Priority 1: Critical </= 4 business hour </= 1 business day
Priority 2: Medium </= 1 business day </= 2 business day

* Customer always receives a confirmation email with reference number to validate the receipt of a support ticket.
** Maximum time by when the customer may be contacted by e-mail, or phone to gather additional information about the case and analyze the necessary steps
to solve the issue
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15.4 Annual Uptime
Exor International S.p.A. provide for Corvina Cloud an availability of 99% (annual average).

From the availability it is excluded the time needed for the Standard Software Maintenance and Extraordinary
Software Maintenance.

15.5 Standard Software Maintenance

Exor International S.p.A. Standard Maintenance include upgrade of the software to increase the functionalities
provided by the Software and to increase the Security of the Software.
The Standard Software Maintenance will be agreed and Scheduled with the Customer.

15.6 Extraordinary Software Maintenance

Exor International S.p.A. Extraordinary Software Maintenan s that will be identified during the
operation of the Solution or resolution for Cybersecurity i vulnerabiliti
The Extraordinary Software Maintenance will be agree cheduled with the
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